HNudopmanuoHHasi IaMATKA VISl HECOBEPLUICHHOIETHHX 110 BOIIPOCaM
KHOep0e30nacHOCTH

B cetu «MHTEpHED

KoMnblTepHbIe BUPYCHI

KomnproTepHblid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MHpPOrpamM,
OTJIMYUTEIILHON OCOOEHHOCTHIO KOTOPOH SIBJSIETCS CIIOCOOHOCTH K Pa3MHOXKEHUIO
(xkonupoBaHuio). B omoiHeHHWEe K STOMY, BHUPYCHl MOTYT TOBPEIUTH WU
MOJTHOCTBIO YHUUTOXKUTH BCE (DalijIbl M JaHHBIE, MOAKOHTPOJIbHBIE TOIB30BATEINIO,
OT UMEHU KOTOPOro Oblja 3amylieHa 3apak€HHas IporpaMma, a Takke OBPEIUTh
WIN JJa)K€ YHUUTOXHUTH ONEPALMOHHYI0 CHUCTEMY CO BceMHu (ailnamu B 1iesioM. B
OOJIBILIMHCTBE CIIy4aeB PaclpOCTPAHSIIOTCS BUPYChI YEPE3 UHTEPHET.

MeToasbl 3allIUTHI OT BPEJIOHOCHBIX MPOTPAMM

1. Hcnonb3yil coBpeMEHHbIE OMEPAIIMOHHBIE CUCTEMBI, UMEIOIIUE
CEpbE3HBIN YPOBEHB 3alUTHI OT BPEAOHOCHBIX IIPOrPAMM;

2. [TocTostHHO ~ ycTaHaBnuBaili matyn (UUGPOBBIC 3aIUIATKH,
KOTOpblE€ aBTOMATHYECKHM YCTAHABIMBAIOTCS C  IEIbI0  J10pabOTKH
OporpaMMbl) W Jpyrue OOHOBJIEHHS CBOEH OINEPAlMOHHOM CHCTEMBI.
CkauuBail ux TOJdbKO ¢ oduiuansHoro cairta paspadorunka OC. Ecim
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIIbIOTEpE MOJI MpaBaMu MOJIb30BATENsA, a
HE aJMHHHCTpaTopa. OTO HE TMO3BOJUT OOJNBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJLIMPOBATHCS HA TBOEM [IEPCOHAIIBHOM KOMITBIOTEPE;

4, Hcnionb3yil ~ aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHI
U3BECTHBIX POU3BOJIUTENEH, C ABTOMATUYECKUM OOHOBJIEHUEM 0a3;

d. Orpannub  (UBMYECKUN  JOCTym K  KOMIBIOTEPY IS
NOCTOPOHHUX JIMI;

6. Hcrnonp3yil BHENIHWE HOCUTENW WH(OpMAIMU, TaKhe Kak
¢bnemka, auck wunu ¢daitn u3 HHTEepHeTa, TOJBKO M3 MPOBEPEHHBIX
MCTOYHUKOB;

1. He otkpbiBaii kommbploTepHbIE (Dailyibl, TOJYYCHHBIC W3
HEHAIEXKHBIX HUCTOYHUKOB. Jlake Te (ailsipl, KOTOpble NpUCTaNl TBON

3HAKOMBIW. JIydllle yTOUHH y HETO, OTIIPABJISUI JIU OH T€OE UX.



Ceru WI-FI

C mnomormrpto WI-Fi MOXHO MOJlyduTh OCCIIATHBIM HHTEPHET-IOCTYI B

0OIIIeCTBEHHBIX MecTaX: Kade, OTeNsIX, TOPTroBhIX IIEHTpaxX W adpomnoprax. Tak ke
ABJISICTCS OTJIMYHOM BO3MOXKHOCTBIO BbIxoZa B MHTepHer. Ho MHOTHE 3KCTIEPTHI
CUMTaloT, uTo obmenoctymnubie WiFi cetn He sBisroTcst 0€301macHbIMHU.

CoBeThbl 110 0€30M1aCHOCTH PAa0OTHI B 001Ie0CTYNHBIX ceTax Wi-fi

1. He nmepenaBaii cBow  JmuHyr0 HHGOpPMAIUIO  4Yepe3
obmenoctynusie Wi-Fi cetn. Pabortast B HHX, JKelaTe€IbHO HE BBOIMTH
MapoJIu IOCTYTa, IOTUHBI U KaKhe-TO HOMEPA,

2. Hcnonb3yil W OOHOBISII aHTUBUPYCHBIE NPOrpaMMbl U
Opanamaya3p. TeM caMbIM ThI 00€30ITaCHIIb Ce0s OT 3aKaYKU BUPYCa Ha TBOE
YCTPOWCTBO;

3. [Ipu wucnonb3oBanuu Wi-Fi otkmoun Qynkiuio  «OO0muit
noctyn K ¢aimam u  npuHTepam». JlanHas (QyHKIOMS 3aKpeIiTa 110
YMOJTYaHUIO, OJHAKO HEKOTOPBIC II0Jb30BATCIM AKTUBHPYIOT €€ IS
yI100CTBa UCIOJIb30BaHUS B paboTe min yueoe;

4, He wucnonw3yit nyOmuunsiii WI-FI s mepenmaum  nudHbIX
JAHHBIX, HAIlPUMeEp, IS BBIXOJIa B COLIMAJIBHBIC CETH WM B JICKTPOHHYIO
TouTY;

5. Hcnonw3yii Tonpko 3ammuuieHHoe coenunenne yepe3 HTTPS, a
He HTTP, 1.e. mpu Habope BeO-anpeca BBOAM UMEHHO «https://»;

6. B MobunbHOM Tenedone otkimoun Gpynkiuio «llogkmouenue K
Wi-Fi aBromarmueckm». He mormyckaii aBTOMATHYECKOIO ITOAKIFOYEHUS

ycTpoicTBa K cetsiM Wi-Fi 6e3 TBoero cornacus.

ConmajbHbIe CeTH

CoumanibHasi CE€Th - 3TO CalT, KOTOPBIN MPEOCTABIAECT BO3MOKHOCTD JIOJISIM
OCYIICCTBIISITh OOIIEHWe MEXTy coO0oil B MHTepHeTe. Yare Bcero B HUX IS
KaXJOTO 4YEJIOBEKA BBIJECIACTCS CBOSI JIMYHAS CTPAaHWYKAa, HA KOTOPOW OH
yKa3bIBaeT O ceOe pa3nuuHyr HHOOpMallUio, HauuHas OT WUMEHHU, (GaMIINU U
3aKaH4YMBask JIMYHbIMHU (poTorpadusimu. MHOTHE TIOJIB30BATENId HE TIOHUMAIOT, YTO
uHpOpMaIus, pa3MeIIeHHAass UMHU B COIIMAJIBHBIX CETSAX, MOXKET OBITh HaWJeHA W
WCIIOJIb30BaHA KEM YrogHO, B TOM 4YHCJIEe HE o00s3aTeNbHO C OJlarumMu

HaMCPCHUSAMMU.



OcHOBHBIE COBETHI N0 0€30IACHOCTH B COLMATBHBIX CETSX '

1. Orpanuub CUCOK Apy3el. Y TeOst B Ipy3bsiX HE JTOJDKHO OBITh
CIIy4YaliHbIX U HE3HAKOMBIX JIFOAEH;

2. 3amuinaii CBOK 4YaCTHYH Ku3Hb. He ykaspiBali mnapouu,
TenedoHbl, agpeca, AaTy TBOETO POXIACHUS U JPYTyl JHUYHYIO
uHdopMaIio. 370YMBIIIJICHHUKA MOTYT UCIIOJIb30BaTh Jlaxe WH(POpMaIUio
0 TOM, KaK Thl U TBOU POJIUTEIIN [IAHUPYETE TPOBECTU KAHUKYIIBL;

3. 3amuinail CBOK peryTaluio - JEpKU €€ B YUCTOTE U 3aJ1aBail
cebe Bompoc: XOTeN Obl ThI, YTOOBI APyTrUe MOJIb30BATEIN BUCIU, YTO THI
3arpyxkaemib? Ilomymaii, mpexae 4eM 4YTo-TO OIyOJIMKOBaTh, HAMHCATh U
3arpy3HTh;

4, Ecnu Thl TOBOpHIIB C JIOIBMH, KOTOPBIX HE 3HACllb, HE
UCIIOJIb3YH CBOE peaJbHOE MMl U JPYTyI0 JUYHYIO HHQOpMAIUH: UMS,
MECTO JKUTEIBCTBA, MECTO Y4eObl U MPOYEE;

5.  M3berait pa3zmemienuss Qororpaguit B MHTEpHETE, THE ThI
U300pakeH Ha MECTHOCTH, II0 KOTOPOM MOKHO ONPEAEIUTh TBOE
MECTOIOJIOKECHHUE;

6. [Ipu perucrtpamuu B  COUMATBLHOM CETH  HEOOXOJIUMO
UCIIOJIb30BaTh CIIOKHBIE MAapoJiM, cocTosimme Hu3 OykB U uudp u ¢
KOJIMYECTBOM 3HAKOB HE MEHEeE &;

1. Jlyist conuanbHOM CeTH, TOYTHI M JIPYTUX CAaWTOB HEOOXOIUMO
UCIIOJIB30BaTh pasHble maposu. Torga eciu TeOs  B3JIOMAIOT, TO

3JIOYMBINUJIICHHHUKHU I10JIy4aT AOCTYII TOJIBKO K OJHOMY MCCTY, @ HC BO BCC

cpasy.

DJICKTPOHHbIE NeHbI'H

DJEeKTPOHHBIE EHBI'M — 3TO OYEHb YAOOHBINH CIOCOO IUIaTeXeH, OAHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JEHBIH.

DJIEKTPOHHBIE JIEHBI'Y MOSIBUIIMCH COBCEM HEJABHO M UMEHHO M3-3a 3TOTO BO
MHOTMX F'OCyAapCTBax JI0 CUX MOP HE MPOIMKCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHr (yHKIIMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, I7Ie
UX Pa3JeNsloT Ha HECKOJIBKO BHUJOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3Huna B
TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MPOBOAUTH orepaiuu 0e3
UACHTUGUKALIMK  TOJb30BaTeNsl, a B HE AaHOHUMHBIX MJACHTU(PUKALUU

I0JIL30BATEIIS ABJIICTCS 00s13aTEIBLHOIA.



Taxxe crnemyer pa3nuyaTh OdJIEKTPOHHBIE (UATHBIE [EHbIU (paBHBI
rOCyJIJapCTBEHHBIM BaJIOTaM) U JJIEKTPOHHbIE HE(pUATHbIE ACHbIU (HE paBHBI
rOCy/1apCTBEHHBIM BAIIOTaM).

OcHoBHBIE COBETHI N0 0€30NacHOi padoTe ¢ 3JIeKTPOHHBIMM IeHbIAMM :

1. [TpuBsku K cueTy MOOMIIBHBIN TenedoH. DTO caMmblil YOOHBIH
U OBICTPBINA CIOCOO BOCCTAHOBMUTH AOCTYM K cuery. [IpuBsi3anHblil Tenedon
IIOMOXET, €CIM 3a0y/Iellb CBOM IJIATEKHBIN MMapoJIb WM 3aiACIIb HA CAlT C
HE3HAKOMOTO YCTPOKWCTBA;

2. Ucnonw3yir oxgHopaszoBeie mnaponu. llocne mnepexoma Ha
YCUWJICHHYIO aBTOPHU3ALMIO TeOe yxke He OyJeT yrpokaTh OMAaCHOCTh KPaxku
WJIM MIepexXBaTa IIaTeKHOIro MapoJis;

3. BriGepu cioxubiii mapoinb. Ilpectymaukam Oyner He MPOCTO
yrajgatb CIIOXHBIM napois. HaxexHele mapoim — 3TO NMapoju, KOTOPbIE
coJiepKaT HE MEHee 8 3HAKOB M BKJIIOYAIOT B C€0S1 CTPOYHBIE U MPOMHUCHBIE
OyKBBI, HU(PBI U HECKOJBKO CUMBOJOB, TaKH€ Kak 3HAK Jojuiapa, (pyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4, He BBOAM cBOM JIMYHBIE HAHHBIE HA CaWTax, KOTOPBIM HE

JOBEPSICILIb.

DJICKTPOHHASA MOYTA

DneKkTpoHHAas 1MoYTa — 3TO TEXHOJIOTHS U MPENOCTABIISIEMBIE €0 YCIYTH 10
NEPECHIIKE U MOIYUYEHHUIO IEKTPOHHBIX COOOIIEHHI, KOTOPBIE PACIIPENEISIIOTCS B
KOMIbIOTEpHOH ceTH. OOBIYHO DJICKTPOHHBIA ITOYTOBBIM SIIMK BBITJISJIAT
CIIeIyIOIMM 00pa3oM: UMsI_TOJIb30BaTeIsI(@uUMsL_ToMeHa. Taxke KpoMe repeaadu
MPOCTOT0 TEKCTA, UMEETCSI BOBMOXHOCTh IepeaBath (paiibl.

OcHOBHBIE COBETHI 0 0€30MAaCHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh npaBwiIbHBIA NOYTOBBIM cepBuc. B MHTepHeTe
€CTb OIPOMHBIA BBHIOOP OECIIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JyYIlle
JIOBEPSTH TEM, KOI'O 3HACIIb U KTO IIEPBbIM B PEUTUHTE;

2. He yka3piBali B JIMYHOW TIOUTE€ JUMYHYHO HWHGOOpPMAIIUIO.
Hanpumep, nydine BbIOpaTh «My3bIKaJIbHBIN (haHaT@» wim «pok2013»
BMeECTO «TeMal3»;

3. Hcnonb3yil IBYX3TalmHYIO aBTOPU3ALMIO. DTO KOrJa MOMHUMO

NapoJisi HY’)KHO BBOJIUTh KO/, PUCHIIAEMBIN 110 SMS;



4, BreiOepu ciioxHbIA mapoiib. sl KaXaoro moyTOBOrO SIIIMKA
JOJDKEH OBITh CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY 1apOJIb;

S. Ecmu ecTtp BO3MOXHOCTH Hamucarb CaMOMY CBOW JIMYHBIN
BOIIPOC, UCHOJIb3YH 3TY BO3MOXKHOCTB;

6. HUcnonb3yld HECKOIBKO IIOYTOBBIX SIIMKOB. [lepBbid miid
YaCTHOM TIEpPENUCKU C aapecaramMu, KOTOPbIM Thl JIOBEpSACIIb. IJTO
AJIEKTPOHHBIN aJipec He HaJl0 MCMOJb30BaTh MPU PETUCTpAIMK HA (Popymax
U calTax;

7. He otkpeiBail (aiiiel U Apyrue BIOKEHHS B MUChMax Jaxe
€CJIM OHM MPUIIUIM OT TBOUX JApYy3€H. Jlydie yTouHu y HUX, OTIIPABIISIIN JIA
oHM TeOe AT (aiiIbl;

8. ITocne okoHuanuss pabOTBl Ha IIOYTOBOM CEpPBHCE Iepen

3aKpBITUEM BKJIQJIKU C CATOM He 3a0y/1b HaAXKaTh Ha «BBIATHY.

KuoepOovyaauHr ujin BUPTYAJLHOE H31eBaATeJILCTBO

KubepOymmHr —  mpeciiejoBaHHe  COOOIICHUSIMH,  COACPKAIMMHU
OCKOpOJIeHus, arpeccuio, 3aIyTUBAHUE; XYJIUTaHCTBO; coLMaIbHOe
OOMKOTHPOBAHHUE C TOMOUIBIO PA3JINYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 00pb0e ¢ KHOEPOYVIMHIOM

1.  He Opocaiics B 60#. Jlyumiunii crnoco0: mocoBeTOBaTHCS Kak ceOs

BECTH U, €CIM HEeT TOro, K KOMY MOXHO OOpaTuUThCS, TO BHayale

ycrnokouThecsl. Ecnm Tl  HauHemb OTBEYaTh OCKOpPOJIGHHMSIMH — Ha

OCKOPOJICHUS, TO TOJIBKO €111e OOJIBIIE PA30KKEITh KOH(IIUKT;

2. Ympansii cBoeil KHOeppemyTammeii;
3. AHOHUMHOCTL B ceTd MHuMas. CylecTBYIOT CHOCOObI

BBISICHUTb, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He croutr Bectn Xynuranckuii oOpa3 BUPTYyaJIbHOM KH3HU.

WNuTtepHer (ukcupyer Bce TBOM JACHCTBUS M COXpPaHSET UX. YJAIUTh UX

OyJIeT KpaiftHe 3aTpyAHUTEILHO;

5. Benu cebs BeXINBO;
6. Urnopupyi €IMHUYHBIN HETaTUB. OnuHopa3zoBbie

OCKOpOUTENbHBIE COOOIICHMS JIydllle WTHOpHpoBaTh. OOBIYHO arpeccus

MPEKPaIacTCs HA HA4YalIbHOW CTaJuu;



7. ban arpeccopa. B nmnporpammax oOMEHa MIHOBEHHBIMU
COOOILEHUSIMU, B COLMAIbHBIX CETSIX €CTh BO3MOXHOCTb OJOKMPOBKHU
OTIIPaBKU COOOILEHUH C ONPENIETICHHBIX aJPECOB;

8. Eciu  Te1  cBugerens kuOepOysummHra. TBouM  JIEWCTBUS:
BBICTYIIUTH TNPOTHUB IIPECIIENOBATENS, IOKa3aTh €My, 4YTO €ro JEHUCTBUSA
OLICHUBAIOTCS  HETAaTMBHO, IIOAJEPKATh  JKEPTBY, KOTOPOM  HY)KHA
IICUXOJIOTHUYECKAsl MOMOIlb, COOOIIUTh B3pOCIBIM O (PaKTe arpecCUBHOIO

IIOBCACHUA B CCTH.

MoouiabHBIN TeJe(hoH

CoBpeMeHnHbIe cMapT(OHBI U TUTAHIIIETHI COJEPKAT B ce0e BIIOTHE B3POCIIbII
GyHKIMOHAT, W TeNepb OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMU
KoMIibtoTepamu. OHAKO, CPEACTB 3AIIUTHI JJIs MOJOOHBIX YCTPOMCTB MOKAa OYEHb
Mano. TecTupoBaHME W TIOMCK YSI3BUMOCTEH B HHX TPOUCXOIUT HE TakK
MHTEHCUBHO, Kak jiis [IK, To jxe camoe KacaeTcsi ¥ MOOMJIBHBIX MTPUII0KECHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAIU
HACTOJIbHBIE AaHAJOTH, OJHAKO paciupeHue (yHKIMOHAJa BJEYET 3a COoO0OM
OOJIBIIYIO CIIOKHOCTh ¥ MEHBIIYIO 3alIUIIIEHHOCTD.

Jlanexko He BCe MPOU3BOJUTENIM BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAOIIME
KPUTHYECKHE YSI3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJI 0€30MACHOCTH MOOMJIBLHOIO TeJie(pOHA:

1. Byns octropoxen, Benp korma Tebe mpenararoT OecriiaTHBINA

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO MJIATHBIC YCIIYTH;

2. Hymaii, npexae yeM otnpaButb SMS, ¢oto umu Buzaeo. Tor

TOYHO 3HAEIlb, I7I€ OHU OyAYT B KOHEYHOM UTOTE?

3. HeoO6xomumMo OOHOBIATH ONEPAIMOHHYID CHCTEMY TBOETO
cMapTdoHa;
4, Hcrnionp3yil aHTUBHPYCHBIE TIPOTPAMMBI 1T MOOWIIBHBIX

TenedoHOB;

5. He 3arpyxaii npuioxeHuss OT HEU3BECTHOTO MCTOYHUKA, BEIIb

OHH MOTYT COJIEPKaTh BPEAOHOCHOE MPOTPAMMHOE 00eCIIeUCHHE;

6. Ilocne TOro Kak Thl BBIMJCHIb C CalTa, I'’I€ BBOAWI JUYHYIO
uH(OpMaITNIO, 3aliI1 B HACTPOUKH Opay3epa u yaanmm cookies;
7. [Tepuonnuecku IIpOBEPsI KaKue IJIaTHBIE  YCIIYTH

AKTUBHUPOBAHBI HA TBOEM HOMCPC,



8. JlaBaii cBOWi HOMEp MOOWIBHOTO TeliehOHA TOJBKO JIFOJISIM,
KOTOPBIX ThI 3HACITH M KOMY JOBEPSICIIIb;
9. Bluetooth pgomkeH OBITH BBIKIIOYEH, KOrJa THI MM HE

noJsib3yeibcsa. He 3a0b1Baii ”HOT1a IPOBEPATH 3TO.

@OUIIMHT WK KPaXkKa JHYHbIX JJAHHBIX

['maBHas nens ¢ummHr - BuAa VHTEpHET-MOIIEHHUYECTBA, COCTOUT B
MOJIYYCHUHN KOH(PUIACHIIMAIBHBIX JAHHBIX MOJb30BATENEH — JIOTMHOB U MAPOJICH.
Ha anrnuiickom sizpike phishing unrtaercs xak ¢umunr (ot fishing — priOnas
JIOBJIs1, password — maposis).

OcHoBHBIE cOBeTHI 10 00pbHOEe ¢ QUIIMHTOM:

1. Crnenu 3a cBOMM akKayHTOM. Eciu ThI 110103peBaciiib, 4TO TBOS
aHkKeTa ObLTa B3JI0MaHa, TO HEOOXOIUMO 3a0JOKHPOBATH €€ M COOOIINTH
aJIMIHHUCTPATOPaM pecypca 00 3TOM KaK MOYKHO CKOpee;

2. Ucnonb3yit Ge3omacHbie BeO-CAThl, B TOM YHUCJE, UHTEPHET-
Mara3uHOB U TTOMCKOBBIX CUCTEM;

3. Hcnionp3yil crnoskHble U pa3Hble apoiu. Takum o0pa3om, eciu
Te0s B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH TOJIy4aT JOCTYI TOJBKO K OJHOMY
TBOEMY MPOUIIIO B CETH, a HE KO BCEM;

4, Ecnu Tebs B3moManu, TO HEOOXOIMMO MPEAYNpPEauTh BCEX
CBOMX 3HAKOMBIX, KOTOPbIE JOOABIEHBI Y TE€OS B APY3bsiX, O TOM, YTO TeOs
B3JIOMAJ ¥, BO3MOXKHO, OT TBOETO MMEHU OyAeT pacchulaThCs CIaM H

CCBUIKH Ha (DPUIIIMHTOBBIC CAUTHI;

S. YcranoBu HaaexHbid napois (PIN) Ha MoOWIbHBIN TenedoH;
6. OTxIr09M coXpaHeHue napoJis B Opaysepe;
7. He oTkpwiBail Qaitibl U Apyrue BIOXKEHHS B MUChMax Jaxke

€CJIM OHU IPUIIUIA OT TBOUX Jpy3eu. Jlydiie yTouHu y HUX, OTIIPABIUINA JIU

oHM TeOe AT (alIIbL.
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